Policy number: EDU-F05A

Subject: Amendment to EKOS Agreement


Education Cabinet

Letter Amendment To EKOS Agreements

Between Education Cabinet and User Agencies

Whereas, compliance issues regarding UserIDs and Passwords by non-State employees were brought to the attention of the Education Cabinet’s Security Group.  The Security Group is therefore recommending the following amendment to the security agreement signed by non-State employees.  Before access can be granted to EKOS, each user must sign a Confidentiality/Security Agreement (EDU-05). By signing this agreement, the user is acknowledging that they understand and will adhere to the rules, regulations and statutory laws regarding confidentiality of records.

Whereas, the following statement regarding sharing user ID, is included in the EKOS Security Agreement:

EKOS (Form EDU-05)

I SHALL NOT ALLOW MY USERID/PASSWORD TO BE USED BY ANY OTHER PERSON.  I shall not leave my workstation unattended while working in the EKOS program.  I shall logoff of the EKOS program prior to leaving my workstation.

It is required that each user’s supervisor signs the agreement also.  When a supervisor signs the agreement, they are certifying that they discussed the policy with the user.

Laws governing EKOS

KRS 434.840 through KRS 434.860


KRS 194.250

KRS 151B.280




781 KAR 1:020

782 KAR 1:050




787 KAR 2:020

20 U.S.C.A. §1232G

34 C.F.R. §361.38; and KRS341.190(c)

Therefore, said EKOS agreements are hereby amended as follows:

1. Each User Agency is responsible for assuring that employees within their organizational authority have been made aware of the provisions of this policy, that compliance by the employee is expected, intentional misuse and/or inappropriate use may result in disciplinary action up to and including dismissal. It is also each User Agency responsibility to enforce and manage this policy.  

2. Security staff involving individual user accounts has raised compliance issues. Commencing on July 1, 2006, the Cabinet will be enforcing the following penalties regarding violation of Cabinet security policies and guidelines.

First violation
Reprimand

Second violation
Access revoked for 5 days

Third violation
Access permanently revoked

These penalties may be altered or amended upon a showing just cause by the user.

3. These amendments are recommended to prevent users from taking a cavalier attitude toward sharing UserIds and passwords and to balance the Cabinet’s duty to enforce privacy measures with the users need to access the information to perform their job duties.   It also protects the user and the integrity of the data collected from clients.

4. With that in mind, commencing immediately, until July 1, 2006, the Cabinet is instituting a “grace period” where user agencies can take the necessary action(s) to achieve compliance with Cabinet policies regarding UserIDs and/or passwords, etc., may address these issues with the Cabinet.  After July 1, 2006, the penalties previously referenced will be enforced.  This “grace period” would be an especially good time for user agencies to make sure that their employees match up with their respective UserIDs/passwords and obtain compliance with any other pertinent Cabinet security policies. 

Please contact Ed Hoffman at 502-564-6949 if you have any questions.
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